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Cortina Systems® CS1331 Octal-48/12/3 Framer/GE
MAC Network For Security Applications

With the significant increase in number and severity of viruses, worms, and other types of
malware, users and network administrators must be more vigilant than ever about intrusion
detection, spam, and network monitoring. Network monitoring equipment is required to constantly
monitor a computer network to identify malicious content.

Network monitoring is a task of increasing importance. On the corporate side, the greater
numbers of telecommuting and traveling employees generate increased mobile device usage
requiring better protection against the loss of sensitive corporate and user data. Data that is
coming into the organization is an equal concern. Network monitoring applications allow
businesses to understand the traffic flow of information into the company’s network — traffic that
may include malware, non-work related reading items (news, sports), recreational video or audio
streaming, or pornography. Controlling employee access to these outside sources through
employee education and network monitoring is an important component of corporate network
security.

Governments also make use of network monitoring equipment to protect government computer
systems from hackers and foreign governments attempting to steal sensitive information. Law
enforcement agencies use network monitoring in fighting organized crime. Some governments
also use network monitoring to snoop on unwanted activities of their citizens.

There are significant technological challenges in network security due to the exponential growth
in network bandwidth. Static network security technologies such as MIPS chips or standardized
CPUs do not keep up with modern network speeds so specialized high-bandwidth processing
equipment is required. To reduce deployment costs, the processing equipment should provide a
seamless connection to high-throughput fiber networks and interoperate with common data
communication protocols such as Ethernet and SONET/SDH.

The network monitoring algorithm performs functions such as deep packet inspection — a form of
filtering that examines the data (can be any form of content including text, video, or even VolP)
for pre-defined criteria such as viruses or malware, spam, or some content of interest.

The challenge to vendors is to provide an interface that supports both corporate and government
requirements including the underlying electronics that support a variety of algorithms and high
bandwidth network performance demands.

Existing Applications

Existing applications perform a variety of functions including: Denial of Service (DoS) prevention,
traffic flow monitoring, network forensics, snooping, compliance and governance, and firewalls.

A DoS attack is typically an attempt to prevent an Internet site or service from functioning. These
types of attacks are commonly targeted at banks and other financial institutions. As such, the
majority of corporations and institutions utilizing security appliances are paying for DoS
prevention that is not required. Similarly, network forensic tools and government compliance
features often go unused. Network forensic tools are traffic recording and analysis engines acting
like security cameras requiring hardware and software to capture and manage significant
quantities of data. With the raw data, investigators can perform analyses of historical events.
Government compliance features help firms meet governmental data security regulations.
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A stand-alone device is required to perform such extensive security features. As shown in
Figure 1, this device typically exists between a router and a digital switch.

Figure 1 Network Security Appliance in Use
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Reducing Costs by Limiting the Feature Set

A typical security appliance performs a variety of functions including network monitoring, DoS
protection, traffic flow monitoring, and firewalling. Such functional and performance demands
require the appliance to reside in the WAN and not the router (DoS prevention appliances for
example cannot operate in the router). The result is a device that, like typical software
applications, supports many more features than is required by the average customer. By limiting
the feature-set to network monitoring only, the security appliance can be a much simpler linecard
co-existing with other router cards.

An application with a limited feature-set would consist of a human interface to a network
monitoring device, network monitoring software, and supporting hardware and electronics. The
interface and network monitoring algorithm will likely be proprietary or application specific, coming
in the form of field programmable hardware with supporting firmware and application software.
The supporting electronics are required in order to access and format data for handoff to the
monitoring processor. Such supporting electronics would connect to common industry standard
protocols such as Ethernet and SONET/SDH. The desired device would be low cost, capable of
supporting multiple protocols, and have a low power requirement to not impact router design.

The Cortina Systems® CS133x Octal-48/12/3 Framer/GE MAC shown in Figure 2 is a cost-
effective hardware solution for network security. The CS1331 MAC is a multi-rate, multi-service
device which provides a seamless connection to SFP optics and supports connections to industry
standard protocols including Ethernet and SONET/SDH. The device provides up to 8 channels of
Gigabit Ethernet in one low cost device, and can be upgraded to provide OEM vendors with the
capability to monitor SDH/SONET traffic directly. With both capabilities, the device can support
vendors that build multi-BOM options in an effort to support a variety of interfaces. The device
comes in a low power package and as such, is suitable for this router based application.
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Figure 2 Network Monitoring Card
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Conclusion

The Cortina Systems® CS133x Framer/MAC offers a highly cost-effective and flexible network
security solution for most corporate and commercial applications.
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About Cortina Systems

Through continuous innovations in advanced port processing and intelligent port connectivity,
Cortina Systems, Inc is a leading supplier of intelligent communication solutions for the Core,
Metro, Access, and Enterprise network market segments. Cortina delivers a wide suite of
products that address customers’ performance, density, and flexibility needs with state-of-the-art,
high-speed, analog-digital integration technology. Cortina solutions enable faster time-to-market,
longer time-in-market, and increased revenue opportunities. Working closely with customers to
understand their system requirements and anticipate their needs, Cortina is creating the
foundation for new generations of services. For more information, please visit

www.cortina-systems.com.
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